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* |Introduction to cloud security

e Cloud threats

e Securing the cloud
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Basic characteristics of
iInformation security

Privacy - protecting access to individuals or resources

Confidentiality - assuring that sensitive information is only disclosed with
the expressed permission from the sponsor

Integrity - maintaining and assuring the accuracy and consistency of data
over its entire life-cycle

Availability - securing that information is accessible when and where it is
needed

Accountablllty specn‘ylng the duties and respon3|bll|t|es Ig detall of
“individuals that work with information sy LRI i e e e e




Forums and Organisations

 NIST - National Institute of Standards and
Technology

LGS e@louceSeauiianllancen



http://www.nist.gov/itl/cloud/
https://cloudsecurityalliance.org
http://occi-wg.org
http://www.opendatacenteralliance.org

CSA: Security guidance for cloud computing

1. Cloud computing architectural framework S DataiCenienCpeiations

2. Governance and Enterprise Risk Management 9. Incident Response, Notification and

Remediation
3. Legal Issues: Contracts and Electronic
Discovery 10. Application Security
4. .Comphance and Audlt Gsng PP e N Encryptlon and Key Managemeqt
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CSA: The notorious nine: Cloud
computing top threats 2013

1. Data breaches

2. Data loss

3. Account or service traffic hijacking
4. Insecure interfaces and APIs
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1. Data breaches

Multi-tenant SaaS

“Information leakage”

TenantiD CustName lAddtess

4 TenantiD_| ProductiD | ProductNamy’
1 4 TenantiD = Shipment | Date ‘
6 1 4711 | 324965 | 2006-02-21
4 6 132 115468 | 2006-04-08
4| 680 654109 | 2006-03-27

4711 324956 | 2006-02-23'

Cross-VM side channel attacks

- side channel attacks: time-driven, trace-driven, access-driven

- reconstruct private ElGamal key (457-bit exponent) using a 4096 bit modulo
- required a few hours of work

e Cross-VM Side Channels and Their Use to Extract Private Keys
e Multi-Tenant Data Architecture




2. Data loss' _

Encrypt data, lose password => game over
* Attacks with data corruption as a goal

. Acmdental deletlon by Cloud serwce
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3. Account or service traffic
hijacking
* Phishing
e Fraud

e /ero-day attacks and other SW vulnerabilities

e Cross-site scripting




4. Insecure Interfaces and
APls

e Used for provisioning, management,
orchestration, and monitoring

e Control authentication, access control,
encryption, activity monitoring using APIs
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. Objectlve IS to prevent users from accessing their
data or applications

e Forces the cloud service to consume Inordinate
amounts of system resources (CPU, NW BW,
memory, disk space,..)

e Results in intolerable slow-down, unresponsive
~ service for Ieg|t|mate users
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drrent or former employee, contractor, or
business partner with authorized access to
the cloud provider’s information system

~ * Intentionally exceeding and/or misusing the
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/. Abuse of cloud services

he cloud is formidable compute platform

» Costis low, computational power potentially
enormous

* Can be used for unsolicited activities, e.qg.,
Cracklng ecryotlon keys, DDoS attacks
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8. Insufficient due diligence

* Organzations move services to cloud without
enough understandings of the security
implications

* |Incident response, encryption, security
monitoring has to be handled
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9. Shared technology
vulnerabillities

 Compromising one common component affects
everything dependent on that component

- hypervisor

- shared plaform component

- application in SaaS _/




Securing the




NIST definition of cloud
computing

Broad Rapid Elasticit Measured On-Demand
Network Access P | Y Service Self-Service Essential

, Characteristics
Resource Pooling

Service
Models

Software as a Patform as a Infrastructure as a
Service (Saa$) Service (PaaS) Service (Saa$)

Deployment

Publi ' Hybrid | C it
ublic Private ybri ommunity Models



Traditional security perimeter

Existing Enterprise
Information Systems




Hybrid cloud security
perimeter
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Existing Enterprise
Information Systems

Virtualized '
Infrastructure
Cloud Service Provider
e

Cloud Service Provider
(PaaS)
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5 H Cloud Service Provider
End User (SaaS)




General cloud security
perimeter

Existing Enterprise
Information Systems

* Cloud Service Provider

Virtualized f° =" et
Infrastructure .:
o G o

[ X I ] J
Cloud Service Provider
(SaaS)
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Trusted cloud

e A trusted computing infrastructure

* A trusted identity and access management

i
e arh R . #~ EX il S 4 Y »
) = ) 4 el o e tentomdlro ety il AL g e? ' =3 P IS o e P b8 4
e 3 ) U { L3
$ iy \ - o »

= dal O » e ¢ = 4
. . LB A e A




What Is "trust”

* Assurance that people, data, entities,
information, and processes function or
behave as expected
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What Is "assurance’

Evidence of or confidence in that security
controls are implemented and effective

 Shown by developers and operators
through deS|gn |mplementat|on and
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CSP compliance

”Amazon Web Services Cloud Compliance enables
customers to understand the robust controls in place
at AWS to maintain security and data protection in
the cloud. As you build systems on top of AWS
cloud infrastructure, compliance responsibilities
will be shared. By tying together governance-
focused, audit-friendly service features with
applicable compliance or audit standards, AWS
Compliance enablers build on traditional programs;
focusing on customer efforts for establishing and
operating in an AWS security control

environment.” AWS assurance pI’Ogl’amS



http://aws.amazon.com/what-is-cloud-computing/
http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/compliance-enablers/

AWS shared responsibility
model

Customer Data

Platform, Applications, Identity & Access Management

Customer

L O Responsible for
/[ Ql security in"the

Operating System, Network & Firewall Configuration

Network Traffic Protection
(Encryption / Integrity / Identity)
Responsible for

..... security ‘of’

Cloud

Server-side Encryption
(File System and/or Data)

Client-side Data Encryption & Data
Integrity Authentication

egions
e Edge
Availability Zones Locations



Integrating security

Core Conneciiviy & Delivery

Abstraction

Hardware

Faciities

Infrastructure as a Service {(1aaS)

Platform as a Service (PzaS)

Software as a Service (SaaS)

Find the Gaps!

Security Control Model

SDLC, Binary Analysis, Scanners,
WebApp Firewalls, Transactional Sec.

( Applications

(irtormation )
(et

DLP, CMF, Database Activity
Monitoring, Encryption

GRC, |IAM, VA/VM, Patch Management,
Configuration Management, Monitoring

NIDS/NIPS, Firewalls, DPI, Anti-DDoS,
QoS, DNSSEC, OAuth

( Network )

( Trusted Computing ) Hardware & Software RoT & API's

CCOmpute & Storage)

( Physical ) Physical Plant Security, CCTV, Guards

Host-based Firewalls, HIDS/HIPS,
Integrity & File/log Management,
Encryption, Masking

.
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compliance Model

C

PCI

)

[ Firewalls

[ Code Review

A WAF

[ Encryption

[ Unique User IDs

[ Anti-Virus

[ Monitoring/IDS/IPS

[A Patch/Vulnerability Management
[ Physical Access Control
Two-Factor Authentication...
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Contract

Presamlalion
Plalterm

Presemtalion

Mardality

re on your
own
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Applicatons
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Data center




A framework for trusted
computing

Compute Network Storage

Run-Time Integrity & Protection

>
- VMs/Workl

........
iiiiiiiiiii
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Boot Integrity & Protection

I I



Trusted boot

e Start with a hardware based root-of-trust

* Introduce a chain of trusts extending from
boot to hypervisor

 Each piece of code In the boot sequence Is
veritied before it runs

Measurement

Root uf Trust

Re rtln
Root uf Trust




Attestation

* The act of guaranteeing that the launched
components are trusted components

 Makes it possible for entities (e.g. resource
scheduler of orchestrator) to check that the
platform is in an secure state
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Trusted VM

e Boot VM using trusted platform module to ensure
Integrity of its image

e Access management interface of hypervisor
through reserved VLAN

* |solate traffic to/from guest VMs using different
VLANs
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Software-defined security

* Built on top of SDN

* Provide laaS tenants with means to define their own
virtual networks

* No interference with NWs serving the cloud provider
or other tenants

. J a's = o g ) 4 ifa}" " r .. - o had e &8 8 )
B n B ¢ . [ v : 6-. | ﬂ !e ’h Q ‘. | | | N g ‘ " 4 — TRy ‘ .
| "“\ W ) & y ."',1.-1 AW AW | al t'u ) J ! (11 O 5 e (A B I (L R \ [y
uy ) el h . 4 ral ALl ) o vy - Lid ' 4 ™» g 5 Dy v V4 A




OpensStack




Openstack cloud service
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OpenStack security domains
Bridge
Domains

Untrusted

Management

=
)
<
@
m
a
=]
=]
=

Management

Trusted®

* But verified - some data requires extra security

\ HTTFS

— N
API
Endpoint

Compute
Mode




Openstack network security

 LB-aaS: add VM instances to an application
pool on a load balancer through AP

 VPN-aaS: extend tenant’s intranet with a
virtual network segment from a remote cloud

provider
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Homomorphic encryption

« Computations carried out on ciphertext

* Deciphered result equivalent to the same
computations applied to the plaintext

* Retaining confidentiality while processing
. i e
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Partial homomorphic
encryption (PHE)

Unpadded RSA: If the public key is (m, e), then the encryption of a mes-
sage x is given by E(x) = x° (mod m). The homomorphic property is then
multiplication of plaintexts

E(x1)E(x3) = x§z§ (mod m) = (x122)° (mod m) = E(x1x2)




Fully homomorphic
encryption (FHE)

e Arbitrary computations on the encrypted data is possible,
thus any desired functionality can be accomplished
working on the ciphertext

e Existence of a FHE scheme unknown for more than 30
years

« Craig Gentry proposed the first fully homomorphic
encryption scheme in 2009 based on lattices
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HE malleable by design

Modifying the message is possible without the abiltity
to read It:

m ="TRANSFER $S0000100.00 TO ACCOUNT #199”
x = E(m)
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THE END




